


Primary Question

Have you ever thought
about how your digital data is
being used?




Personal Experience

10 Bytes

Self-quarantine Safety Protection App

L 3

Self
diagnose

Final self-diagnosis
‘ Diagnosis
list

EDJ edit information >

living rules >

b &
> 1339

Official contact >

< Self-diagnose

Select today's symptoms

Fever - above 37.5 degrees

Yes No
temperature : [ ). \ °C
Cough
Yes No

Sore Throat

Yes No

Dyspnea
Yes No

< Self-diagnosis results and anything specific will
be sent to the public official in charge.

Save

(L) Main page, (R) Self diagnosis by Seunghoon Lee


https://www.researchgate.net/figure/Self-quarantine-safety-protection-app-a-Main-page-b-Self-diagnosis-Photo-credit_fig1_342091265
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Passive Data
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Explore Go Saved

6:13 7 ol LTE@ )

Contribute

Soyeon Kwon
Local Guide Level 1

View your profile

/ ¢ &t

Edit Map Add Place Write Review Add Photo

Cho Sun Ok Restaurant

You got directions 3 weeks ago - Korean
Based on your search & Location History

W W W W W

Skip

More ways to contribute

Your contributions have

No views yet

See contributions
N &

Q

Q =)

Contribute Updates

Google Map Contribute


https://news.legacyfamilytree.com/legacy_news/2019/04/google-maps-timeline-privacy-concerns-or-great-history-tool.html

Background 10 Bytes
Your Digital Footprint Never Sleeps
At home x HOTELSANCRISTOBAL @ SANFRANCISCO Wy
Tampines Street 81
30°C =

fampines

Zenly by MOSG

J La Fara
in|[E
,___-

Sharing location by Zenly



https://mosg.tv/2019/02/24/app-track-friends-ridiculously-creepy/
https://community.zen.ly/hc/en-us/articles/360020293953-Where-are-your-friends-heading-to-

Background

10 Bytes

Your Device Is Always Listening to You

Apple COIltl'aCtOI’S 'regularlyhear NME NEWS MUSIC FILM TV GAMING RADAR MAGAZINE SHOP RADIO DISCOUNT CODES Q

confidential details' on Siri recordings
Facebook admits to listening in to users’ conversations

Workers hear drug deals, medical details and people having sex, “thumb down emoji

says whistleblower
By Tom Skinner | 14th August 2019

' \6\"

Clairo: “l was too scared to
think domesticity could be
something | crave”

Bob Dylan live in Santa
Monica: a strange but
satisfying first virtual step
from a true master

‘Fear Street Part Three:
1666’ review: witchy frights
in the Old West

Kanye West’s much-
‘ delayed 10th album
. ‘DONDA: the story so far
i

Aisling Bea: “Making
- -ple laugh is like a drug”

| Facebook Messenger

s

A Workers heard the information when or providing quality control for Apple's Siri voice assistant. Photograph: Oli

Scarff/Getty Images

Apple contractors regularly hear confidential medical information, drug
deals, and recordings of couples having sex, as part of their job providing
quality control, or “grading”, the company’s Siri voice assistant, the Guardian
has learned. Facebook

Alex Hern’s Article on The Guardian Tom Skinner’s Article on NME



https://www.theguardian.com/technology/2019/jul/26/apple-contractors-regularly-hear-confidential-details-on-siri-recordings
https://www.nme.com/news/facebook-admits-listening-users-conversations-2538252

We need your consent to set cookies on your device.

To agree, click "Accept below.

More information

Image by CookietSeript



https://www.netflix.com/title/80117542
https://www.economist.com/open-future/2019/01/21/we-need-to-own-our-data-as-a-human-right-and-be-compensated-for-it
https://cookie-script.com/

Background 10 Bytes

Data as a Human Right

Open Future
Open Future

e Open Future We need to own our data as a human right

—and be compensated for it

why data rights should be considere
just fundamental rights, simple rights.

Identity and personal data will be vital aspects of living in the future, says
will.i.am, a musician and entrepreneur

{ .},_‘\ ") X & v,
. . 7 i %
0111011101101¢ a g0 P101101101000019910000 18

Ban Shimulsviish/Camesra Prass/lar

Image by The Great Hack on Netflix Article by Will.i.am on The Economist



https://www.netflix.com/title/80117542
https://www.economist.com/open-future/2019/01/21/we-need-to-own-our-data-as-a-human-right-and-be-compensated-for-it

Concept Generation

Let’'s see how 10 Bytes works!



Data Flow 10 Bytes

Data Flow Data Compensation

Tracks how data is used
& Permission to the data

7) 89

Timeline Usage




Data Flow 10 Bytes
Timeline: T 's Val
Imeline: Today’s Value
941 -I'I ? [ 941 -l'l ? —
Timeline [® < Timeline Google Maps 7
October > +$5.88 October. 11. 2019
O/ 68 @9 10 11
Your Location $0.06
Google Maps $0.6
Location, Web & App Activity, Ads personalization 12:23 Language $O 4
Uber $0.4 IP address $2.06
Location, Web & App Activity, Ads personalization 10:41
Photo i6
Chrome $0.06 :
Seach History, Cookies, Scrolling, ID/PW, Credit Card Info. 09:07
Microphone $1.6
iCloud N0l
Location, Web & App Activity 06:03 Connect Name $1.6
Photos $1.6 Total Value $7.86
Photos, Location, Face recognition 04:08
Facebook $0.27
Location, Web & App Activity, Ads personalization 03:45
Instagram $0.27
Friends, Hashtage, Search, Comments, Click 06:23
o {55 ] S —_— am Eal
= N @ = = BN @ =
Summary Timeline Usage Earn More Setting Summary Timeline Usage Earn More Setting

10 Bytes is a case study and existing businesses are indicated for demonstration purposes only.



Data Flow

10 Bytes

Usage: Manage Your Data

9:41
Usage

(Q Search

Chrome >

Location, Web & App
Activity, Ads
personalization

+$14.8 G

Google Maps >

Location, Web & App
Activity, Ads
personalization

+$102.7 FA'

iCloud >

Location, Web & App
Activity, Ads
personalization

+$75.29 A

Lyft >

-

Summary Timeline

00
4o

Usage

=
all ¥ =)

+ 2

Google Drive >

Location, Web & App
Activity, Ads
personalization

+$4.32 L

Facebook >

Location, Web & App
Activity, Ads
personalization

+$48.8 ﬁ

Uber >

Location, Web & App
Activity, Ads
personalization

+$12.26 Uber

Instagram >

H =

Earn More Setting

9:41 oll ¥ =

< Usage Chrome

Browsing History + $0.6

Location, Web & App Activity, Ads personalization 0
Cookies, Site Data + $0.4 O
Location, Web & App Activity, Ads personalization

Cached Images and Files + $0.06

Seach History, Cookies, Scrolling, ID/PW, Credit Card Info

Saved Passwords + $1.60

Location, Web & App Activity

Autofill Data + $1.6

Photos, Location, Face recognition

Saved Passwords + $1.60

Location, Web & App Activity

Autofill Data + $1.6

Photos, Location, Face recognition

Clear Browsing Data

= B @ =

Summary Timeline Usage Earn More Setting

10 Bytes is a case study and existing businesses are indicated for demonstration purposes only.



Data Compensation

Data Flow

Tracks how data is used
& Permission to the data

7) 83

Timeline Usage

10 Bytes

Data Compensation

Get paid for sharing data
& Data advertisement

®

Earn More



Data Compensation

10 Bytes

Earn More: Get More Compensations by Giving More Information

9:41

Earn More

Get more money by giving more information.

@V Chase Brexton
&

Location, Web & App Activity

UnitedHealth Group

Location, Web & App Activity

Medtronic

Seach History, Cookies, Scrolling

Abbott Laboratories
Location, Web & App Activity

O ¢ =

Bank of America
Location, Web & App Activity

\

ey Wells Fargo
e Location, Web & App Activity

Chase

Seach History, Cookies, Scrolling, ID/PW

M&T Bank

Location, Web & App Activity

B

AN\ PNC Bank
00
= B ©®
Summary Timeline Usage Earn More

all ¥ =)

2

$5.60 >

$0.4 >

$0.06 >
$@ 28
$0.6 >
$0.4>
$0.06 >

$0.23 >

Yo WV, RN

Setting

< Earn More Chase Brexton

Disease $0.4

for insurance fee calculation, advertising and service development

Sex Experience $2.86

for insurance fee calculation, advertising and service development

for medical reaserch, advertising, clinical trial recruitment

The number of Relationship $3

for medical reaserch, advertising, clinical trial recruitment

Sexual Orientation $0.5

for medical reaserch, advertising, clinical trial recruitment

@
@
Relationship History & Year $2.56 @
9,
o

Subtotal (3 items): $3.76

Proceed to input data

Chase Brexton

Thank you for giving your infomation!

Disease $0.4
Sex Experience $2.86
Sexual Orientation $0.5

Total (3 items): +$3.76

5 [ B @ =

Summary Timeline Usage Earn More Setting

10 Bytes is a case study and existing businesses are indicated for demonstration purposes only.



Data Flow & Data Compensation 10 Bytes

Home

9:41 ull ¥ = 9:41 ull ¥ = 9:41 oll ¥ = 9:41 ull T .

J
Mary Kim Select your bank
$240 -

E\ Q <Summary Link Bank Account - Q <Summary  Transfer Balance -+ @ <Summary  Transfer Balance -+ Q

Q_ Search
Total Value $527.66 > Transfer Up to $527.66
Transfer Completed!
CHASE BankofAmerica
ﬁ Today's Value +$5.88 > e = o $24O
(M%) rrom 10Bytes +$2.23 > WELLS o Transfer to‘
CI tl Chase Bank Checking 1234
FARGO
Earn More
[Ebank Capita/l()ne,
@® Chase Brexton $15.60 >
B Bank of America $5.60 > @ §§
WP Starbucks $6.50 >
=+ Chase Bank $3.23 >
AMERICAN E Bank Chase Bank
F2  Spotify $1.68 > EXPRESS CHASE % Personal Checking
%  Google Map $0.99 > Bank ¢ ee1234>
Total Balance $287.66
M REGIONS
SUNTRUST L e
Send to Bank Account Send to Bank Account: $240 o Back to Summary
N AV & Do
00 = ao o a0 e 00 T
E] 0o @ — @ 0o @ —_ E] 5@ @ — [E] @ @ —
Summary Timeline Usage Earn More Setting Summary Timeline Usage Earn More Setting Summary Timeline Usage Earn More Setting Summary Timeline Usage Earn More Setting

10 Bytes is a case study and existing businesses are indicated for demonstration purposes only.



Further Explorations

Data Security Trends

Google

Safety Center

Overview Inour products

Q

Search

10 Bytes

Security and privacy  Family safety Leadership

The safer way to search.

Ny ¢ ? - 0

Gmail Chrome Maps YouTube Photos

Every day is safer
with Google

Today, billions of people will turn to Gooagle for help in moments big and

Google Safety Center

Google Account

9:41 olll ? -

< Apps P2 i GET

App Privacy See Details

The developer, PalAbout Inc., indicated that the
app's privacy practices may include handling of
data as described below. For more information,

see the developer’s privacy policy.

e
(g |
Data Used to Track You

The following data may be used to
track you across apps and websites
owned by other companies:

o Contact Info < Location

B8 Identifiers

®

Data Linked to You

The following data may be collected
and linked to your accounts,
devices, or identity:
—— . . .
om Financial Info 4 Location
0 Contact Info . Purchases

@ Browsing History BB Identifiers

App Store’s App Privacy section by Apple



https://www.apple.com/newsroom/2021/01/data-privacy-day-at-apple-improving-transparency-and-empowering-users/
https://safety.google/intl/en_us/

Further Explorations 10 Bytes

Blockchain technology: Non-fungible token (NFT)

Non-fungible token £

From Wikipedia, the free encyclopedia

"NFT" redirects here. For other uses, see NFT (disambiguation).

Q This article may contain wording that promotes the subject through exaggeration of unnoteworthy facts. Please help improve it by removing or
replacing such wording. (May 2021) (Learn how and when to remove this template message)

A non-fungible token (NFT) is a unit of data stored on a digital ledger, called a blockchain, that certifies a digital asset to be unique and therefore not interchangeable.[‘] NFTs can be used to represent items such
as photos, videos, audio, and other types of digital files. Access to any copy of the original file, however, is not restricted to the buyer of the NFT. While copies of these digital items are available for anyone to
obtain, NFTs are tracked on blockchains to provide the owner with a proof of ownership that is separate from copyright.

The NFT market value tripled in 2020, reaching more than $250 million.[?) During the first quarter of 2021, NFT sales exceeded $2 billion.[*!

Contents [hide]

1 Description

2 Uses
2.1 Digital art
2.2 Collectibles
2.3 Games
2.4 Music
2.5 Film
2.6 Sports
2.7 Fashion
2.8 Pornography
2.9 Academia

3 Copyright

4 Standards in blockchains
4.1 Ethereum
4.2 FLOW
4.3 Tezos

5 History

NFT on Wikipedia


https://en.wikipedia.org/wiki/Non-fungible_token

Conclusion

10 Bytes is to challenge
more people to think
about how their data is
being used.

10Bytes is a case study and existing businesses are indicated for demonstration purposes only.



Q&A 10 Bytes

Thank you!

Special thanks to: SO\
Jinoon Choi & MICA community '

skwon02@mica.edu | kwonsoyeon.com



mailto:skwon02@mica.edu
https://kwonsoyeon.com/

